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Ml ENGINEERING SECURITY BY DESIGN IS DIFFICULT Bl SUSTAINABLE SECURITY:
IN MODERN CYBER-PHYSICAL SYSTEMS (CPS)

This project aims to engineer sustainably secure CPS [2] that can
‘ preserve security goals and requirements.
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Cyber-Physical Systems (CPS) allow security threats to extend & Requirements A Vulnerabilities

over a wider attack surface and cause physical damage[1]. Users

CPS operate in an open world.

Adding/removing system Zero-day or previously known '. Stakeholder
components and device Unknown Attacks attacks that can manifest '. Interventions
behaviour changes i differently depending on the

CPS configuration. . .
Objectives:

Evolving Security Goals Unknown 1) Engineering Security Evolution: CPS should evolve their security
& Requirements Vulnerabilities controls to address attacks, vulnerabilities and security goals &

- —7 requirements changes.

2) Engineering Stakeholders Interventions: stakeholders should be
involved in securing the CPS when this cannot be done automatically.

Unpatched or zero-day vulnerabilities.

EMENGINEERING SECURITY EVOLUTION: EHENGINEERING STAKEHOLDERS INTERVENTIONS:

Trgsered oy chanees i e Designing interactions with stakeholders to foster their engagement

structure or behaviour of CPS and improve the CPS security posture.
components.
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