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Securing the Weakest Link: Exploring
Psychological Vulnerabilities in Phishing Emails
with LLMs
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IPROBLEM STATEMENT: 2 RESULTS: VULNERABILITY AND VALENCE ANALYSIS
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Despite efforts at curbing phishing, individuals and —
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organisations still fall victim to phishing attacks[1,2]. 2500 | egomy Conserns
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Research Objective: we addressed how attackers exploit
! OI susceptibility factors such as fear and greed, referred to as ’
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“psychological vulnerabilities” (PV) in phishing emails.
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METHODOLOGY: T " Figure 2: Vulnerability Distributions for Email Subjects using all Labels.

* Figure 2 - Attackers commonly exploit euriosity and urgency
: / - in email subjects.
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Figure 1: System Design

* Figure 1: shows the system design used in the study. We proposed
a taxonomy of PV (fear, urgency, greed, curiosity, trust,
compassion)inspired by previous theories[3,4] on human
susceptibility to scams and fraud.

Using a dataset targeting 6 universities[5], we assessed how LLMs | . 3 2

(GPT 4, LlamaZ2, and GeminiPro)automatically detect vulnerabilities Figure 3: Vu|nerabiIityFEristributionZe;;r Email BoTrgites using :ICIIT::JeIs. o
and valence.

We evaluated the performance of LLMs to human annotations
using reliability statistics and analysed LLM hallucinations.

* Figure 3 - Attackers commonly exploit urgency, trust, and
fearin email bodies.
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Reliability Between Humans and LLMs
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493 Body 200 0.0174 84.85 19.7 ,
. Subject | 137 03957 - 91.97 Cohen’s Kappa and
Sentiment

v Guriosity Greed Euriosity Body 113 0.4401 - 88.5 . /
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Fi 7- Subiect Paired Vul bilities. . . . Body 200 -0.0055 717.78 5.05 .
igure 7: Subject Paired Vulnerabilities Figure 8: Body Paired Vulnerabilities. o Subject | 137 02597 : 5 48 Future Work:

- Figures 7 & 8: Attackers use a single vulnerability for email subjects Joy 1D 22222 ®B | « Expandthe study to

Reliability Between Humans and Llama2

and multiple for the body. Urgency-Fear pair is prevalent in Psy. V. ;t;tg;ct 13300837 188 1429 incorporate datasets from
subjects, while Urgency-Trust pair is more exploited in the body. ' ' '

Subject | 137 03409 - 87.59 diverse sectors beyond
Body | 113 03412 - 73.45 universities.

RESULTS: VALENCE-AROUSAL MAPPING: Table 2: Inter-rater reliability analysis for LLMs and Evaluate whether |dent|fy|ng

H . . .
Hmans PV in phishing emails can

Vulnerability | improve the performance of

Compassion automated machine learning

Curiosity i . . .
Fear phishing detection
Greed g

Trust ‘* approaches.
Urgency 2 e

Sentiment

References

[TIMUNCASTER, P. What is phishing and how do you prevent phishing attacks? https://www.verizon.com/business/resources/articles/s/what-
is-phishing-and-how-do-you-prevent-phishing-attacks/

ence
Figure 9: Subject Mapping [2]PROOFPOINT. 2022 State of Phishing. https://go.proofpoint.com/en-2022-state-of-the-phish.html|
[3]CIALDINI, R. B., AND CIALDINI, R. B. /nfluence: The psychology of persuasion, vol. 55. Collins New York, 2007.

e Fi gures 9& 10: Urgency& Fearexhibit the hi ghest arousal levels in both [41SCHNEIER, B. A Hacker's Mind: How the Powerful Bend Society’s Rules, and how to Bend Them Back. WW Norton & Company, 2023.
email subjects and bodies, while Trust& Curiosityshow lower arousal. [ GISAeEs sisons oot myesctacosctcan e psrouyies 1 oy e v

HOST INSTITUTION
N
PARTNER INSTITUTIONS \ RIT
y AWARE-AI
UNIVERSITY OF g iy cotegepun G ML Rectien
° LI&\_\T' OLLSCOILNAGAILLIMHE University Coliste na Trionbide, Baile Atha Cliath uco g"'ze'l'z'_t); cgllllige_?”gl'f: ftha Cliath I_ a b S Traineeship
L | ¥ . National Universi I i HeEEl n Colaiste Colle, baile a Lla
L I M E R I c K 2.~ & UNIVERSITY OF GALWAY ety The University of Dublin N Pranees
OLLSCOIL LUIMNIGH - \
S E Ollsesil ﬂ L H o e i
E MT U T DUNDALK -l'.?\. L T U s = FUNDED BY:
RS St st o TU =5 DO BT E—-= =

Ireland’s European Structural and

% | Investment Funds Programmes i .
" | 20142020 European _Unlon Science S I I
i i Co-funded by the Irish Government El.l ropean REglonaI FOU nd-‘:‘ltIDn
and the European Union

Development Fund Ireland For what's next



https://www.verizon.com/business/resources/articles/s/what-is-phishing-and-how-do-you-prevent-phishing-attacks/
https://www.verizon.com/business/resources/articles/s/what-is-phishing-and-how-do-you-prevent-phishing-attacks/
https://go.proofpoint.com/en-2022-state-of-the-phish.html

	Slide 1

